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“Cyberspace is a dynamic and inter-connected domain where near-peer adversaries
seek to exploit gaps and seams between our organizations and authorities. Such
adversaries use a variety of cyber means to compromise our systems, distort
narratives and disseminate misinformation. These actions threaten our national
interests by impairing the safety and security of our citizens, stealing intellectual
property and personal information while seeking to undermine the legitimacy of our

institutions.”’

General Paul M. Nakasone, Commander, US Cyber Command, and Director, National Security Agency,
April 2022, in testimony before the Senate Committee on Armed Services



Executive Summary

The United States (US) will most likely continue to suffer unacceptable losses in strategic
competition with autocracies in cyberspace until it shapes the cyberspace domain by improving
cyberspace attention, leadership, and governance, fostering a more collaborative relationship with
private industry to advance digital literacy and cybersecurity, and involving more offensive
cyberspace operations through integrated deterrence via defend forward and persistent engagement
strategies. Allies and partners should be engaged to ensure synchronous policies. The
2023 National Cybersecurity Strategy (NCS), though appropriately advancing cybersecurity, will
unlikely bend the positive slope of Intellectual Property (IP) theft, ransomware loss, malign cyber
information operations (CIO), and ongoing cyberspace threats to US critical infrastructure by
Russia and China. The US remains largely timid in cyberspace, especially in punishing malign
actors, fearing escalation to kinetic conflict, and limits itself to cybersecurity. To date, US
operations involving denial capabilities have not resulted in escalation to military conflict.

To shape the cyberspace domain to protect US and allied interests and protect US political and

economic sovereignty, the United
States must: Figure 1. “Best Friends?”

Source: Heather A. Conley et al., “Countering Russian &
1. Shape the cyberspace domain  Chinese Influence Activities,” www.csis.org, July 1, 2020.

and out-compete its
adversaries, who view their relationships with the US as zero sum.

2. Afford the National Cyber Director (NCD) the authorities to synchronize and integrate US
efforts to shape the cyberspace domain, including combating foreign information
operations (10).

3. Invest in emerging technology and public-private partnerships to out-compete adversaries
in the cyberspace domain, including expanding cyber resilience, advancing private sector
cooperation through a broader cyber incident reporting base, establishing a non-DoD
cyberspace Reserve Force, establishing a Federal “Hack Us” program through the Office
of the NCD (ONCD) and Cybersecurity and Infrastructure Security Agency (CISA), and
enacting bipartisan legislation to protect Americans from malign, foreign cyber
information activities.

4. Provide certain Federal government agencies with pre-approved authorities to engage
cyberspace threats with proportional, defensive cyberspace operations to deter, disrupt, and
destroy malicious cyberspace activity at its source.

Framing the Problem

As the US aims for an open, free, global, interoperable, reliable, and secure internet, autocracies’
gray zone activities in cyberspace sap US wealth and undermine US national interests and
democratic values.? The characteristics of cyberspace make it particularly vulnerable to gray zone
activities, where adversaries seek changes to the political status quo through strategic competition.
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Cyberspace is a globally interconnected digital ecosystem that spans the public and private sectors.
Cyberspace exists in the information environment, where interrelated layers expand the threat
surface with multiple targets and numerous state and nonstate threat actors, including hackers. The
US lacks a lead Federal actor with the authority to integrate and synchronize effects in the
information environment. There is a distinct division among the Federal cyberspace entities, such
as the Department of Defense (DoD), CISA, Federal Bureau of Investigation (FBI), and Central
Intelligence Agency (CIA), and their associated authorities. As a result, each of these Federal
entities frame the cyberspace domain problem differently, allowing gaps that prevent addressing
threats holistically. The US fears escalation often limits its offensive and defensive options,
allowing the cyberspace domain to sap US economic and political strength. Knowing this,
autocracies, such as China and Russia, aggressively employ gray zone activities as tools of
repression and coercion to shape the cyberspace domain to their advantage.’

OIE Takeaway

Most of the US government and industry suffer a sine wave-like
pattern of never ending efforts at cyberspace defense, improving
defenses but then suffering and discerning new vulnerabilities, and
then more defense. endless defense, which shifts from inadequate to
excellent like a sine wave over time.

Information Environment
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The information environment, which
includes the cyberspace domain, is difficult
to conceptualize. Joint Publication 3-13,
Information  Operations, defines the

e information  environment  as ...the
Cognitive Dimension ) L. . R
Human-Centric aggregate of individuals, organizations,

and systems that collect, disseminate, and

act on information.”* The information

environment comprises three layers: the

= physical, informational, and cognitive.’

States employ and project all instruments

e s of national power in the information
-, il environment,  including  diplomatic,
g informational, military, economic,

financial, intelligence, and law

enforcement. (i.e., DIMEFIL).® Operations

in the information environment (OIE)

include everything from a press release to a

The Information Environment

Figure 2. The Information Environment, JP 3-13

Department of Defense Joint Staff, “Joint Publication cyber-attack. The Institute for the Stu{iy of
3-13, Information Operations, I-2,” November 20, War and the IBM Center for The Business

2014. of Government define OIE as “deliberate
campaigns to influence others’ wills in
which the mechanism of influence is not the

use or threat of violence, but rather nonviolent, non-kinetic methods aimed at shaping others’
perceptions, motivations, and convictions ... [where] human cognition is the key terrain.”’
Adversary intent in the information environment ranges from sowing domestic discord, stealing
IP, advocating for regime change, provoking political change, shaping opinion, to gathering
intelligence. The information environment expands all warfare domains, yet the US does not
appoint a lead Federal entity responsible for integrating and synchronizing efforts for the ’1”
(informational) in DIMEFIL.

Information Environment Layers

Physical Layer Command and control systems and associated infrastructure

Informational Layer | Networks and systems where information is stored

Cognitive Layer The minds of the people who transmit and respond to information.

Figure 3. Information Warfare: Issues for Congress
Catherine A. Theohary, “Information Warfare: Issues for Congress,” March 5, 2018, 5.

Cyberspace Domain
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“US military and [North Atlantic Treaty Organization] NATO joint doctrine recognize five
domains of warfare: air, sea, land, space, and cyber.”® The cyberspace domain is a warfare domain
with three interrelated layers that exist within the information environment, including the physical
network layer, the logical network layer, and the cyber-persona layer.” Cyberspace contains data
that affect the information environment; cyberspace is not the totality of the information
environment.'? Cyberspace expands all warfare domains, and yet cyberspace also expands the
globally interconnected digital ecosystem. The US does not appoint a lead Federal entity
responsible for integrating and synchronizing effects within the cyberspace domain. Russia and
China are the US’s principal adversaries that leverage OIE, particularly those in the cyberspace
domain, to their advantage.

Cyberspace

Physical Network Laver

Logical Network Layer Cyber-Persona Layer

Physical Network
Components

Three Interrelated Layers of Cyberspace

Figure 4. Three Interrelated Layers of Cyberspace
Department of Defense Joint Staff, “Joint Publication 3-12, Cyberspace Operations,” June 8, 2018,
Figure I-1, I-3.

Russia’s notoriety related to the use of information in war is probably due to the minimal effort
given to disguise its information operations. The Kremlin has paid the price in sanctions, but they
have not been an effective deterrent. Meanwhile, China has modernized its approach to
information operations in a way that does not attract attention. The Chinese believe the opponent’s
perception of facts on the ground is as important as the facts themselves. China is capitalizing on
the benefits of the growing imbalance with other states’ attention to information issues. Rob Joyce
of the National Security Agency (NSA) described the difference between the two using the analogy

of Russia being the hurricane coming in fast & hard. China, on the other

hand, is likened to climate change — long, slow, and pervasive.'! OIE Takeaway

However, both are moving along paths to create a perfect storm of

content hostility toward the US and its allies. The US tendency
toward
splinterization is a
comparative
disadvantage

The US Suffers a Range of Malicious Cyber Activity and Malign against our

Cyber Information Operations (CIOs) adversaries in the
competition stage.
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The US is under constant attack in the cyberspace domain. A recent report noted that the US is a
victim of 65 percent of global cyber-attacks.!? Cyber-attacks zip back and forth across the globe
every second in an overwhelming and constant onslaught. See Figure 5 for a one-second snapshot
of attacks on May 18, 2023.!3 The US suffers various malicious cyber activities and malign CIOs
with adverse political, societal, and economic outcomes. Malign CIOs (e.g., disinformation and
mal-information) erode public trust in democracy by sowing discord, generating confusion, and
increasing division in the US.'* American trust in the government is already low, with only two-
in-ten Americans believing the government does what is right.!> If the US fails to address these
threats, it will be increasingly disadvantaged during strategic competition. Threats within the
cyberspace domain are not simply a cybersecurity problem. Protecting America’s critical
infrastructure through defense, deterrence, and negotiation will not effectively shape the
cyberspace domain.

Figure 5. Cyberthreat Real-Time Map of attacks taken in a one-second timeframe on May 18, 2023
Source: “MAP | Kaspersky Cyberthreat Real-Time Map.

The Paradox of the Cyberspace Domain

As the Solarium Commission report demonstrates, both Democrat and Republican lawmakers
agree that the cyberspace domain needs addressing. Cyberspace — unlike the other domains — is a
giant, hot mess. Norms must be defended; political interference by the autocracies must be
defeated; threats to US critical infrastructure must be eliminated; economic loss through IP theft
and massive espionage data leaks must be blocked. However, successive administrations have
approached cyberspace operations as if they are massively dangerous risks to conventional
conflict.

There is something about cyberspace that paralyzes strong leadership. Is it because the American
people do not see loss and risk in cyberspace, unlike through the other domains, and so action can
be avoided without domestic political cost? Or do cyberspace operations still conjure unknown
risks to leadership, and thus leadership avoids action? Nevertheless, inaction is accepting risk too
— the most certain fact is that subsequent malign activity will continue since the autocracies
currently do not seem to fear unacceptable punishment through cyberspace.

Adding to this paradox is the historical fact that military cyberspace operations carry the least risk
of escalation of all warfare domains. Cyberspace operations have yet to escalate to kinetic violence.
Yet, successive administrations have labored intensely to review, slow, and limit their conduct.

Puzzling is that a US O-6 in Iraq can independently order military strikes against high-value ISIS
individuals based on (area of hostilities) command authorities, but in many cases changing a zero
to a one on a website somewhere in the world (to deny its function) requires Presidential approval.
Of course, there are legitimate concerns over such cyberspace activities — many of which involve
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violations of sovereignty. However, the cyberspace domain is the least defended yet the most
complicated by interagency concerns and fears of escalation.

Evolution of US Cybersecurity Policy

The Bush Administration published the first National Strategy to Secure Cyberspace in 2003. It
established a framework to minimize cyber vulnerabilities'¢ to protect the “nervous system
of US critical infrastructure.!” Key actors for threat reduction at that time included the FBI, the
US Secret Service, law enforcement, and parts of the nascent

Department of Homeland Security (DHS).!® The Department of State

OIF Takeaway (DoS) was charged to promote and develop an international coalition
A ‘whole of mission cooperation,'® and the private sector was encouraged to develop
standardized IT certifications for professionals.?’ While the US retained
the right to conduct offensive cyber operations (OCOs) against any
adversary if required, there is little evidence that any OCOs took place.

government,’
integrated approach
is needed to counter

malign cyberspace President Obama strengthened cyber defenses and facilitated cyber
actors and foreign threat warnings across the Federal government,! but also struggled with
disinformation using offensive cyber capabilities. To strengthen the US defensive cyber

posture, US Cyber Command (USCYBERCOM) became a combatant

campaigns. ~1 ¢
command for the cyberspace domain in 2010.2? It focused on defending

the DoD Information Network, supporting other combatant commands, and strengthening the US
capacity for withstanding and responding to cyber-attacks. 2> Soon after, DoD published its first
cyber strategy in 2011 that focused on defense, deterrence, and building relationships but lacked
discussion of offensive actions or capabilities.?*

In 2013, Edward Snowden leaked classified government materials, which included Obama’s
Presidential Policy Directive 20 (PPD-20).% The document recognized the valuable range of
offensive cyber options below the threshold of war but cautioned against the unintended
consequences and collateral risks of using
them.?® As a result of the document’s
illegal public disclosure, President
Obama published an unclassified process
to launch OCOs that implemented a
cumbersome process that required multiple levels of approval, up to the President, practically
discouraging any use at all.?’

Figure 6. US Cyber Command Activated
Source: “Gates establishes US Cyber Command, names
first commander,” Air Force News, (May 21, 2010).

The Obama administration subsequently maintained a defensive posture but was more transparent
with its cyber strategy, publishing a 2015 update. 2® This update identified malicious actors such
as China for IP property theft and outlined the cyber capabilities of Russia, but reinforced a policy
of restraint as it created a DoD element naturally postured for countering such activities.>” Obama
also passed the Cybersecurity Act of 2015, which encouraged public and private sector
cybersecurity information sharing through CISA but made engagement with CISA optional.*°

The Trump administration changed the posture for US cybersecurity in 2018, flattening the
Obama-era approval process for OCOs and reevaluating their risk, two hallmarks of Obama’s
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PPD-20 and his subsequent unclassified document.®' This change was "intended to help support

military operations, deter foreign election influence, and thwart IP theft by meeting such threats
with more forceful responses."*?

Following the reversal of President Obama’s policy, the Trump administration published its
National Cyber Strategy in 2018, 33 which included a higher tolerance for risk, less concern about
escalation, and allowance for deterrence and punishment to preserve peace.** The companion DoD
Cyber Strategy outlined a new defensive concept called ‘defend forward,”*> a daily, ongoing
homeland defense mission that directs DoD to work with the private sector*® and attempts to stop
threats outside the US before they reach US targets such as critical infrastructure.?’” This was a
monumental shift and identified the vulnerabilities existing in public-private relationships, thereby
necessitating partnerships and defense for the private sector.

The Biden administration published its cyber strategy in 2023. It predictably took an approach
closer to the Obama administration, advocating for a return to a defensive posture with a resilient
and robust defense. However, regarding offensive operations, the strategy offers only "minimally
invasive actions."*® As the DoD and USCYBERCOM develop their own cyber strategy to nest
with the NCS, the DoD must determine how USCYBERCOM will integrate cyberspace operations
to defend against malicious actors threatening US interests.

Figure 7. Defending forward Evolution of Social Media

Source: Robert Chesney, “The 2018 DoD Cyber Strategy," :
Lawfare, (September 25, 2018). das Target Of Opportunlty

Although social media provides its users with positive benefits, its popularity and connectedness
serve as vulnerabilities that provide malicious actors with far-reaching access. Social media use
exploded in the twenty-first century, allowing worldwide instant communication. Friendster,
founded in 2002, was the first social media site to establish a global presence, followed shortly by
MySpace.** Facebook emerged in 2004, took control of the market, and continues its dominance
today. Twitter introduced a different business model focused on micro-blogging in 2006. Other
platforms continue to break into the social media sector to establish a foothold and fight for market
share.*® Activists and ordinary people use social media platforms to share stories, engage in
discussion, and make their voices heard. Therefore, it is unsurprising that society has used social
media to organize and coordinate social
movements worldwide, such as the Arab
Spring from 2010 to 2012.%!

Figure 8. Social Media Across the Globe
Source: Colm Russell, “Social Media Recruitment —
Driving Change for International Data Collection,”

Foreign actors readily connect with millions Dvnamic Fieldwork. accessed Mav 11, 2023.

of Americans in cyberspace to influence beliefs, attitudes, behaviors, and decisions. According to
current 2023 estimates, over 308 million Americans are on social media, roughly 90 percent of the
population. By 2028, as seen in Figure 9, projections are that there will be over 331 million.*?
Research indicates rumors and false information diffuse across social media further, quicker,
deeper, and broader than accurate information.* Social media amplifies messages using
algorithms that prioritize, recommend, and disseminate information that users prefer — typically
content that confirms what the user already believes without regard for accuracy.**
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Figure 9. Number of Social Media Users in the US from 2019 to 2028 (in
millions)

It is easier to hide in plain sight with techniques like information laundering that obscure the
originator’s identity while influencing perceptions, gaining followers, and normalizing positions.*’
The internet ecosystem enables fake news to spread across entire networks. Information can now
cross platforms and reach millions of people instantly—significantly more than traditional media
sources like print newspapers or radio broadcasts.*® In 2013, a Twitter account posted a bogus
tweet claiming two explosions had injured President Obama at the White House.*’ The tweet
reached Wall Street and, in less than two minutes, caused a collapse of almost 143 points and a
loss of over $136.5 billion.*® Additionally, a war’s fate is no longer determined solely by bullets
and bombs but includes effects from the weaponization of the internet and social media can impact
the outcome of war.

Social Media Bot Army

Bots, software programs that complete repetitive tasks quickly in networks, are essential for the
general running and maintenance of the internet and especially important for the functioning of
search engines.* However, the evolution of bots and the introduction of artificial intelligence (Al)
technology yielded social media bots, which are programs that communicate over multiple social
media pathways, including voice, text-based chat, and video.’® Social media bots can display
human conversational behaviors and appear legitimate, adding credence to their assertions online;
unfortunately, most of these bots are considered malicious and, depending on the source, comprise
5-15 percent of social media accounts.”!

The influence of social media bots represents an invisible hand in American politics and social
discourse. During the 2016 US presidential election, social media bots accounted for 20 percent of
political communication in the days before the election. >
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The potency of social media bot-enabled information operations will increase with evolving
technology. Snapchat recently fielded a new Al chatbot, ChatGPT, a capability providing an Al
persona, complete with an avatar, voice, and text chat functions.’® Society is moving from
individuals having a transactional relationship with technology toward people having conventional
interpersonal relationships with tech entities.”* The US government (USG) and national security
strategists are not prepared for this change. If they are not already, advanced Al using deep fake
personas, voices, and text will soon enter established partisan social media echo chambers to
influence political and social discourse. Al-powered social media bots masquerading as public
figures and American citizens are a potential threat to national security, the responsibility for which
is shared between the public and private sectors. The influence of social media bots will increase
technological advances, including in the public square of democracy.

Russia

Figure 10. Social bots
Source: Nick Bilton, “Social media bots offer phony

friends and real profit,” The New York Times, (November . o
19, 2014). The aim is not to make you love

Putin. The aim is to make you
disbelieve anything. A disbelieving, fragile, unconscious audience is much easier

to manipulate.”
E.U. Official®

Russia Malign Information Operations

Russian information warfare strategy to disrupt other countries includes “weakening and
undermining societies...to influence policies of another government, undermine confidence in
leaders and institutions, disrupt relations between other [states], and discredit political
opponents...and to conquer the mind and soul of the people.”>®

In the early 2000s, Russia invested in cyber capabilities to repress domestic opposition groups and
independent media.”’ Since then, its cyber capability has morphed into a crucial tool of foreign
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policy used by multiple Russian government agencies — the Foreign
Intelligence Serywe (SYR), the Federal Security Service (FSB), the OIE Takeaway
Federal Protective Service (FSO), and the Internet Research Agency
(IRA). By design, no single agency is responsible for cyber | The Internet has proven
operations, making attribution harder for the US and the | to be a tool in promoting
international community.*® The topics vary. However, the narrative democracy, but

is the same, “don't trust anyone.””® The Kremlin weaponizes | authoritarian
information, culture, and money®® to manipulate opinion and
decision-making.%! It exploits societal fractures or seeks to divide a
populace to undermine democracy. Whereas the former Soviet
Union backed a unified anti-US policy message, the Kremlin does

governments harness the
Internet's power to serve
their purposes as well:

not push a specific agenda. Instead, it exploits issues by posting on survelllan(;:e.; o
far-left or far-right-wing websites to widen the divide between the | Propaganda, monitoring;
US and allied countries. It uses social media as a weapon to erode | herding.

the integrity of investigative and political journalism.%?

Perhaps most critically, the Kremlin executes these operations below the level of armed conflict,
taking advantage of the lack of agreed-upon international customs and norms. There are disputes
as to what constitutes a violation of sovereignty, a very high bar of what constitutes an “attack,”
and even more complex are the requirements needed to officially “attribute” activities to a malign
actor.®® These gray zone activities, ”coercive approaches that may fall below perceived thresholds
for US military action and across areas of responsibility of different parts of the [USG],”®* paralyze
the West’s response.

What is the Kremlin’s purpose?

The Kremlin designs its 1O to destroy faith in democratic institutions — the US government,
democratic processes, and the media. Its goal is to create chaos in US society and sow confusion
among US citizens.% It is to “prevent reform at home and weaken opponents abroad.”®® Putin
demonizes liberal democracies as prurient, expansionary, shallow, and threatening to the Russian
nation to preserve internal control and galvanize his people, and laments the dissolution of the
Soviet Union.®” He has used 10 to weaken the West, particularly the United States, with messaging
designed to foment internal division.®® To achieve these end states with the limited resources
available, the Kremlin uses IO because it is cheap, effective, and it allows the Kremlin to maintain
plausible deniability avoiding the risks of kinetic retribution.’

General Paul M. Nakasone, Commander, USCYBERCOM, stated in an address to the 118"
Congress Senate Committee on Armed Services on March 7, 2023, “Foreign attempts to meddle
in our electoral process via cyber means escalated in 2016 and have persisted in every election
cycle since.”’”® The USCYBERCOM anticipates this behavior continuing to not only divert
leadership but to drive a wedge between Americans in general while “undermining public trust in

the democratic process.”’!
Figure 11. General Nakasone

Source: Amy McCullough, “Ukraine Crisis to
Influence Growth of US Cyber Force, Nakasone
Says,” Air & Space Forces Magazine, April 6,
2022.
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As General Nakasone stated, this behavior is cost-effective and will
probably continue. However, it bears noting that some of the literature OIE Takeaway
reviewed, including an article in the National Review in February 2023,
cited studies indicating Russia’s meddling had minimal effect on the
2016 election. The article intended to paint a cautionary tale about | ° ;
potential governmental censorship as a justification to protect information
democracy’s health.”> Others indicate the Russians “did nothing more | environment to
than mimic American-born political sentiments,” which were already | advance the decline

The authoritarian
states exploit the

being captured by many US voices.” Nonetheless, having a greater | — even collapse —
understanding of Russian malign activities must inform US strategies in | of the US and

the future. liberal democratic
United States Presidential Election: 2016 states.

Pursuant to Russia's methods of cyber intrusion into US society, Russia has not advocated for a
particular candidate — Russia only seeks to disrupt democratic processes. “The IRA’s method of
inducing trust and believability that lead to ‘spreadability’ is what they used going into the 2016
US election.”’ Russian trolls exploited the existing sentiment against candidate Hillary Clinton
that stretches back to the 1990s and the Whitewater controversy. Using this base of existing
believers, Russia amplified negative messages around issues like stolen John Podesta (Clinton’s
campaign manager) emails, Clinton’s private server misuse during her time as Secretary of State,
and alleged Democratic National Committee (DNC) corruption. The US identified two units within
the SVR (formerly GRU) responsible for hacking the DNC.”

Russia amplified its chosen messages via social media bots. Estimates indicate Russia used
between 16,000 and 34,000 Twitter bot accounts that reportedly reached 1.4 million users.”® At
the Oxford Internet Institute, the Computational Propaganda Research Project discovered that in
16 swing states, “seven million tweets used hashtags related to the 2016 election” within the first
two weeks of November 2016.”7 False Facebook IRA accounts “exposed 126 million users to
political disinformation” before the 2016 election.”® In 2016, a New York Times reporter, Adrien
Chen, interviewed those in the troll network. They stated that their purpose in the 2016 election
process “was not to brainwash readers, but to overwhelm social media with a flood of fake content,
seeding doubt and paranoia, and destroying the possibility of using the Internet as a democratic
space.”” Trump lost the popular vote by 2.8 million votes but won the electoral by only about
80,000 votes.®® Figure 12 demonstrates

_ e millen the magnitude of social media reach in
E . the 2016 election.
E 12 million
g
£ o million on
2 e
E & rnillion 7.3 million
2 g Figure 12. Total Facebook engagements
3 million E'IEEE._ - - for the top 20 election stories
Source: Lt Col Jarred Prier,
“Commanding the Trend: Social Media as
Feb.-April May-July Aug.-Nov. 8 Information Warfare,” Strategic Studies
2018 Quarterly Vol. 11, no. 4 (Winter 2017): 61.
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United States Presidential Election: 2020

Russia used similar tactics during the 2020 US presidential election, but its chosen rhetoric
centered on magnifying the voter fraud story. Intelligence supports that China and Iran also
targeted the US, all three seeking to advance social unrest and distract the US public toward
domestic issues (and away from foreign policy).®! As noted above, studies show that most social
media users are more likely to share a false story than an accurate one, and this is especially true
for political news. A Brown University study from 2020 indicated that false tweets on Twitter had
a 70 percent better chance of being retweeted. A comparable Edelson Study in 2021 revealed that
fraudulent Facebook posts attracted six times more viewers.®? There is no empirical data to support
that sharing false information implies it is believed; however, a “fundamental principle of human
social networks is that they magnify whatever they are seeded with,” according to Nicholas
Christakis, director of the Yale University Human Nature Lab.®® This seeding, whether a false
narrative or not, creates media bubbles that isolate voters from opposing views through
algorithms. 34

United States Midterm Elections: 2022

By the time the 2022 US midterm elections were underway, the USG had created whole-of-
government mechanisms to better counter Russian disinformation efforts to taint the democratic
process. The intelligence community and law enforcement worked collectively, including
USCYBERCOM, the NSA, DHS, and the FBI. The Election Security Group (ESG), staffed by
USCYBERCOM and NSA, served as a central coordination hub for operations, intelligence, and
cybersecurity. As a result, there was reportedly minor successful “foreign malign influence or
interference” in the primaries or certification process.® CISA and USCYBERCOM’s National
Mission Force (CNMF) played an instrumental role in the midterm election success.?¢ “CISA
proactively identified potential intrusions ... [and fed] actionable information” to the CNMF for
defend forward type operations to combat the threat.®’

Ukraine Presidential Election: 2019

As in the case of Russia’s meddling in the 2016 US presidential elections, the Russian intent in
Ukraine was to discredit “the [Ukrainian 2019] election process [and undermine] Ukrainian
authorities.”®® Russian propaganda centered on claims that the 2019 Ukrainian elections were
unlawful and falsified and that the results should not be trusted regardless of the outcome. While
Russian efforts did not appear to favor one candidate over the other, it did result in an
underwhelming 61 percent voter turnout, indicative of “a general disenchantment with democracy
on the part of the Ukrainian electorate.”® While Russia has historically used disinformation and

propaganda, its reach has grown tremendously, given the explosion of
OIE Takeaway social media and increased use and accessibility of the Internet. As of
November 2022, Ukrainian internet usage was 75 percent, and 89
Influence campaigns percent of Ukrainians have “at least 3G mobile technology.””°

are more likely to be
accepted if backed by
alleged 'evidence,’
even if that evidence
is false.
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Assessing the Effectiveness of Russian Malign Influence Operations

“Russia’s carefully orchestrated, sophisticatedly targeted, generously funded, and
professionally produced disinformation campaign has met little effective

resistance.”
INFOWAR Papers”’"

The IRA’s expansive reach during the 2016 US Presidential election illuminates the Kremlin’s
effectiveness, and it was amplified again during the Black Lives Matter movement, in which the
IRA released thousands of divisive advertisements targeting both sides. An estimated 3.7 million
users clicked on the IRA advertisements on Facebook.”?

The discussion of the Kremlin’s attempts to disrupt US democratic processes generally focuses on
whether Russian influence changed election outcomes. However, the real story — the real success
— from the Kremlin’s vantage point is the vicious infighting that ensued in these events, even if it
did not result in a political change. Many international examples have shown that the Kremlin’s
10 likely “incites and exploits the protest potential of the population.”® Their subtle influence is
no less compelling. Figure 13 represents the five pillars built in Russia’s malign I0 ecosystem.**

There are weaknesses in Russia’s information warfare, too, primarily
that it is repetitive and predictable.”> But, even with predictable OIE Takeaway
content, enough fault lines (1:§., divisive pgh‘qcs) exist in US society The Law of Armed
to create accessible opportunities for exploitation. In other words, the ) o

US is a soft target. “Efforts at social manipulation are effective to the Conflict applies in
degree that vulnerabilities in a society allow them to be effective.”®® | cyberspace but what
Even if Putin has lost credibility among Americans due to the war in | constitutes Defensive
Ukraine, a typical lack of attribution online means this diminished | Cyber operations,
credibility is unlikely to hamper the effects of the Kremlin’s influence | Response Options,
operations. This period is considered a post-great power competition. | needs to be better
Russia's willingness to be fluid and flexible in supporting any narrative | understood among
(even if it goes against Russian values or beliefs) to sow discord boosts | alies.

its remaining effectiveness.”’

Russian Attacks in the Cyberspace Domain

Russia preys on US and global citizens in the information space to build its national power and
compromise the security of other states. According to the 2020 Report of the Cyberspace Solarium
Commission for Defense against Cyberattacks, cyber deterrence efforts have failed to prevent
Russia’s malign cyber operations.”® In 2007, Russia directed a 22-day cyberattack on the Estonian
President, government, parliament, police, banks, internet service providers, online media, many

Figure 13. Russian Disinformation Modus Operandi

small businesses, and local government sites.”

In 2017, Russia launched the NotPetya cyberattack, noted as the most destructive cyberattack to
date.'” While the attack was meant to compromise Ukrainian financial networks through tax and
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accounting software programs and disguise itself as ransomware, the tolls were much higher and
widespread. The malware did more than $10 billion of damage, disrupting email systems, file
access, and logistics while wreaking havoc for multinational companies much further than
Ukraine. '°!

Just a year ago, when it invaded Ukraine, Russia coupled cyberattacks with disinformation,
attacking Ukrainian banks and automated teller machines and simultaneously sending texts to
Ukrainians to tell them they could not withdraw money.'%?

Russia uses an integrated approach in its attacks. A March 2023 leak to Western media outlets
revealed the extent of Russian private-sector collaboration. Moscow-based cyber firm Vulkan
contracted with the GRU’s Sandworm organization and orchestrated cyberattacks on critical
infrastructure and disinformation attacks to undermine US elections.'”® The leak revealed
sophistication, innovation, and a strategy synchronizing cyberattacks and 10.'%

Most recently, in May 2023, the US Department of Justice (DoJ) announced it disrupted a decades-
long Russian cyber espionage campaign that stole sensitive information from computer networks
in dozens of countries, including the US and other NATO members.!'* The operation accused the
Russian FSB of using Snake malware to steal documents, noting it was the most sophisticated
malware they had seen from the Russian government over the decade of their investigation.

Assessing Effectiveness of Russian Cyber

Russia is primarily considered the world leader in offensive cyber
capabilities and has demonstrated a willingness to use those
capabilities, although not without shortcomings. Regarding talent,
Russia has actively recruited cyber experts since the 1990s, aligned
their educational institutions to be cyber talent pipelines, hired cyber
criminals into state agencies, and created capture-the-flag type cyber
competitions at schools and universities nationwide as a recruiting

OIE Takeaway

Information
operations are used by
Russia to confuse the

mechanism as early as 2010.'% target and by China to
re-direct the target (by
The 2007 cyberattack on Estonia demonstrated the Kremlin’s | changing the subject);

effectiveness at targeting, although the global losses spanned well past | they are not used to
their intended target. The recent newsbreak of the 20-year Russian | persuade recipients of
cyber espionage operation and the amount of time it took the US DoJ | the righteousness of
to shut it down indicates how sophisticated Russia‘s operations are in | their regimes.
cyberspace. Time and again, Russia proves it has the technical
capability and propensity for using cyber as a means of offensive damage and targeting cyber-
connected assets. While technical expertise is there, they have significant issues in this realm that
can stifle their effectiveness in the future.

The Kremlin lacks a cyber command. A centralized organization focused on operations in the
cyber realm would provide unity of effort to maximize effects and deconflict friendly agencies.
However, as previously stated, the decentralized approach complicates attribution, giving Russia
the plausible deniability, it prefers. The US established USCYBERCOM to improve the unity of
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effort in 2010. Although Russia has numerous cyber agencies in the public and private sectors to
call on for cyber operations, the Kremlin does not provide a clear delineation of “operational
responsibility and no uniform system of reporting and accountability.”!?” This could explain why
Russia’s cyber efforts against Ukraine were so lackluster in the February 2022 invasion — its
leadership focused on the more “conventional” part of its “special military operation” with no
centralized cyber lead. Russia has the potential to maximize its capabilities if it restructured its
cyber efforts.

Figure 14. FBI Wanted Posted for Six Russian GRU Hackers
Source: Andrei Soldatov and Irina Borogan, “Russian Cyberwarfare: Ch
Unpacking the Kremlin’s Capabilities,” CEPA, September 8, 2022. 1na

China’s use of cyber influence beyond its borders has less history when compared to the depth of
Russia’s but matches in sophistication. The Chinese Communist Party (CCP) has gained near total
control of Chinese-language media in the US, ensuring Chinese-speaking Americans receive CCP-
approved information.'®® The CCP employs a “keyboard army” to promote policies, harass critics,
and monitor global discourse.!” Some Chinese operatives are now under investigation by the FBI
for attempting to influence US local politicians.!'!? China also censors critical content in the United
States. A study of CCP influence in Hollywood found it so pervasive that film executives “think
about whether something is going to be perceived as criticism, [they] worry about inadvertently
crossing some line,” self-censoring to avoid any accidental missteps that may cost them the
Chinese audience.!'' The CCP has long employed data collection to control its population. It now
seems to be gathering data on US populations. Leveraging individual global data is new terrain for
influence warfare, and China is at the forefront. US officials have identified CCP operatives
responsible for massive data hacks and have speculated that this could improve the CCP’s ability
to attract intelligence assets. Still, trends suggest that the CCP’s ambitions go beyond recruiting
spies.'!?

China Malign Information Operations

The Chinese government views the internet as a tool for social control and has invested heavily in
building its cyber capabilities. In the early 2000s, when the internet was still in its infancy in China,
the government implemented the “great firewall,” a system designed to monitor and censor online
Figure 15. Chinese Soldiers Conducting Information Review and Operations

Source: Remco Zwetsloot, “The US needs multilateral initiatives to counter Chinese tech transfer,” Tech
Stream, (June 11, 2020).

activities.!'3 This system remains in place, making it challenging for foreign companies and

Figure 16. China's Firewall organizations to operate in China.
Source: Shira Ovide, “*Copying China’s Online Blockade,” The The Chinese government also
New York Times, (March 1, 2021). established the “Golden Shield
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Project,” a national surveillance and censorship system that aims to monitor and control the online
flow of information.!'* This project employs a state-sponsored hacking group, which has become
China’s new weapon of choice.

A prominent Chinese hacking group from the southwestern Chinese province of Sichuan is
APT41. The group is unique in engaging in cyber espionage and financial theft, including the theft
of at least $20 million in US COVID relief benefits.!!> APT41 has been linked to attacks targeting
the gaming industry, healthcare sector, and telecommunications companies in at least 14
countries.''® China has also pursued a “cyber sovereignty” policy to establish laws and regulations
for its corner of cyberspace. Many countries and organizations have criticized this policy as it
could further fragment or splinter the internet and limit freedom of expression online.

China Social Media Information Operations

China’s history with IO in social media tracks a progression in narratives, audiences, and
approaches. China’s 2011 Military Dictionary described public opinion warfare as “creating a
favorable public opinion environment for political initiative and military victory” through the
“comprehensive use of various media means and information resources to fight the enemy.”!!’
From their perspective, the US’s extensive engagement in internet infrastructure, service
providers, and de facto use of the English language constitutes a threat
in public opinion warfare which justifies defensive actions.!!® Public OIE Takeaway
opinion warfare continues in times of both peace and war, with ) )
peacetime operations aimed at “long-term infiltration into the objects Chmege Information
of the society’s and culture’s deep structure, changing the awareness Operations are more

and conviction of the enemy masses.”!!"” soplpstwatesi - either
pulling you in or

The People’s Liberation Army (PLA) is one of the many Chinese changing your
government agencies engaged in 10, including propaganda efforts.'?
PLA social media experts train in political warfare to improve the
PLA’s image and correct misperceptions.'?! China operates its
propaganda campaign through the United Front, a government agency primarily focused on
diaspora relations. '??

thinking.

The United Front demonstrates the shift in the Chinese narrative and its 10O that expanded from
promoting the “China Story” to tackling US concerns in the first half of 2020.'%* Marking the shift
in audience, Buzzfeed News reported in March 2019 on the first indications of Chinese persona
accounts or trolls on Western social media.'?* Actual attribution occurred in August 2019, when
Twitter removed China’s state-sponsored tweets regarding the Hong Kong protests.!?
Significantly, these tweets proved that Chinese social media IO were aimed at Western audiences
for the first time.!?¢ They also indicated China’s study of Russian and Iranian techniques: “using
high-volume bot accounts, co-opting spam infrastructure (Twitter clients) to spread political
messages, and amplifying controversial content.”'?’
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In March 2020, China exploited a combination of falsely generated accounts and repurposed

China’s Toolbox for Global Media Influence

Censorship
= Intimidating critical journalists
and outlets

« Incentivizing self-censorship

. *Deploying cyberattacks, physical
] asf.‘aults, and verbal abuse

v
| = Content Delivery

* Becoming a leading force
in digital television

» Expanding Chinese social

media platforms

» Gaining worldwide mobile
market share

¢ Freedom
T House wwwfreedomhouse.org

Figure 17. How China Influences the Globe
Source: Sarah Cook, “Beijing’s Global Megaphone,” Freedom House,
(2020).

Chinese Threat Activity in the Cyberspace Domain

accounts, indicating
coordinated, systematic
postings to alter
international COVID

messaging and  deflect
criticism.'?®  Similarly, in
June 2021, ProPublica and
the New York Times
reported on Uyghur content
videos  attempting  to
directly rebut and discredit
Secretary of State Mike
Pompeo’s anti-CCP
speech.'”  The  report
proved that China generated
counterfeit content in direct
response to Western
reports.

The capacity and capability of US adversaries in cyberspace exceeds the US in the former and
rapidly approaches equivalency in the latter as described in the 2023 NCS. !¢

“The People’s Republic of China (PRC) now presents the broadest, most active, and most persistent
threat to both government and private sector networks and is the only country with both the intent to
reshape the international order and, increasingly, the economic, diplomatic, military, and
technological power to do so. Over the last ten years, it has expanded cyber operations beyond
intellectual property theft to become our most advanced strategic competitor with the capacity to

threaten U.S. interests and dominate emerging technologies critical to global development.”
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In his article “What China Wants from Cyberspace,” author Adam Segal suggests that China has
an ambitious cyber strategy that includes defensive and offensive elements. The country’s goals
include improving its economic competitiveness, maintaining political stability, and strengthening
its military power.!*! China’s cyber strategy aims to regulate and control cyberspace, advance
domestic technology, and develop offensive cyber capabilities to accomplish these objectives. '*?
China has consistently engaged in OCO for the past two decades. These operations target critical
military and civilian nodes such as command and control servers and logistics networks. The
country’s leaders have consistently worked to become a "cyber superpower." These operations aim
to deter or disrupt adversary intervention and retain the option to scale these attacks to achieve
desired conditions with minimal strategic cost. '3

According to a Council on Foreign Relations article, “China has set ambitious goals to become a
cyber power with an advanced centralized and integrated cybersecurity regulatory regime that will
govern data and information flows domestically and globally.'** A report by the NATO
Cooperative Cyber Defence Centre of Excellence states, “China's cyber strategy is about
controlling information and data flow on the internet, supporting economic development, and
enhancing its position on the global stage.”!*

China’s OCO has caused economic damage in multiple countries and

OIE Takeaway has disrupted the global economic landscape. To bolster its resources,
We tend to think Chipa even stole from Amerif:an citizens. In 2020,' FBI Director
Christopher Wray declared, “[It is] the people of the United States who
are the victims of what amounts to Chinese theft on a scale so massive
that it represents one of the largest transfers of wealth in human
history.”!* He continued highlighting China’s theft of personal
information from 150 million Americans from Equifax, 21 million

about the conflict
between democracy
and dictatorship as a
conflict between two

different ethical employment records from the Office of Personnel Management, and
systems, but it may the personal data of 80 million Anthem Health Insurance clients. The
be a conflict between | People’s Republic of China (PRC) also hired criminal contract hackers
two different data- to steal patented and proprietary information from American firms,
processing systems. increasing their resources at a cost to US prosperity and security. The

FBI estimates China’s unlawful theft cost the US economy between
$225 and $600 billion annually. '3’

While official statements by the Chinese government suggest that the country adheres to a
"defensive" cyber strategy, evidence indicates China is increasingly engaged in OCO to improve
its military landscape.!'*® China views its national security challenge as mainly non-traditional,
including threats like terrorism, cyberattacks, and regional conflict.!*® Therefore, China has
strategically emphasized the importance of network operations, space-based assets, and cyber
capabilities to enhance national security. Two specific ways China has used malign OCO to

enhance its military are 1) to sponsor state hacker groups to steal and 2) to transform stolen IP into
Figure 18. FBI Director Address on China Cyber Threat a mechanism to modernize military
Source — Christopher Wray, “The Threat Posed by the Chinese  gqgets. Figure 19 lists China’s
Government and the Chinese Communist Party to the Economic

and National Security of the United States,” FBI News, (July 7, ml,htary equlg?gent modernized
2020). using stolen IP.
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Figure 19. Chinese Military equipment modernized using I[P

In 2015, China established a modern and sophisticated military unit, the Strategic Support Force
(SSF), to ensure the seamless integration of advanced technology and modern warfare in the
Chinese military.'*! The unit provides information support for military operations. The SSF’s role
has become more prominent in recent years, specifically in defending against cyberattacks and
maintaining the security of Chinese military information systems. Developments by the SSF have
led to several high-profile incidents carried out by Chinese military hackers.

China Offensive Cyber Operations

OCO, including cyber-enabled IP theft, have allowed China to develop and test new military
technologies and capabilities more quickly than the US and at a lower cost. In 2014, the US DolJ
accused five Chinese military hackers of stealing trade secrets from several US companies in the
energy and defense sectors. The indictment spurred a change in US policy toward China's cyber
operations.'#* It was the first time members of China's military were formally charged with cyber
espionage. Figure 20 provides a visual depiction of China’s Cyber espionage activities since
2006.'%

Figure 20. China’s Cyberespionage activities since 2006

It is difficult to determine the financial cost of cybercrime to the US public and private sectors
based on the undiscoverable and non-attributable design of Chinese cyber espionage. However,
according to a report by the US-China Economic and Security Review Commission, Chinese cyber
espionage against the US has been ongoing for approximately two decades, with a significant
increase in frequency and scope and few charges brought against attackers.'** China successfully
camouflages OCO to achieve its national security goals. Through cyber espionage, China has been
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able to steal sensitive military and defense-related information from the US and international
communities.

China’s operations hinge on “establishing the country as a global
hegemon in the international order and on the key objective of
maintaining positive global opinion.”!*> The efforts to develop and | "We have been in an
maintain a positive global reputation have been curated through an | information war since
international media empire with state media bureaus, foreign media | we gained independence.
companies, and overseas partnerships. 1*¢ Chinese officials contract for | There is no permanent
radio broadcasts, work through diplomats, submit op-eds to influential | victory in an information
publications, conduct interviews with US media outlets, and pay for | space." — Estonian MoD
China Daily inserts in publications like the Washington Post and New | Official

York Times.'"

OIE Takeaway

The Wide World of Malign Actors

Countering malign activities and OCO from Russia and China occupies most of the social media
bandwidth and attention from the US private and public sectors, but other actors also require
attention. Iran, North Korea, and non-state actors share a crucial advantage: they are subject to
such heavy international sanctions that they are virtually immune from cyber laws and norms; they
have nothing to lose. This immunity, combined with their ability to access illicit markets, has given
rise to proxy cyberattacks.!*® These actors also possess outsized cyber capacity, presenting an
almost inevitable future of IO for hire. The 2018 estimates suggest North Korea employs
approximately 7,000 workers promoting policies and ideology to South Korean audiences.'*’ Iran
has used IO to promote pro-Iran narratives and counter US influence in the Middle East.!>° While
these operations have had regional targets so far, it is feasible that these actors leverage cyber
capabilities to conduct IO for hire elsewhere, opening up a new threat environment that would
involve actors driven not only by anti-US ideology but with pure financial motivations as well.

“The governments of China, Russia, Iran, North Korea, and other autocratic states with revisionist
intent are aggressively using advanced cyber capabilities to pursue objectives that run counter to
our interests and broadly accepted international norms. Their reckless disregard for the rule of law
and human rights in cyberspace is threatening U.S. national security and economic prosperity.”
Source: Joe Biden, “National Cybersecurity Strategy,” pg 3.

21|Page



Recommendations

1 Appoint a Cyberspace + 1a: Appoint a Mational Cyber Director with the expanded authorities
Lead and Establish a
Supporting Governance = 1b: Establish a governance structure to shape the cyberspace domain
Structure to Shape the
Cyberspace Domain = e Invest in emerging technology that enables the US to out-compete authoritarian

actors within cyberspace

2 Cultivate Relationships + 2a: Enact mandatory disclosure legislation going beyond Cyber Incident Reporting for
with the Private Sector to Critical Infrastructure Act of 2022
Build Cyber Resilience
+ 2b: Establish a non-DoD Cyber Reserve Force
+ 2c Establish a Federal "Hack Us” Program through the ONCD and CISA

» 2d: Establish a Department of Education hub of evidence-based resources to improve
infarmation understanding, critical thinking, and digital and media literacy

» 2e: Enact bipartisan legislation to protect Americans from malign ClO and cyber activity

« 2f: Establish social media content ratings that include warnings

3 Shape the Federal + 3a: Petition the President to publish an EQ delegating authority to Commanding General,
Government to Take USCYBERCOM, to engage in OCOs on behalf of the US
Bold Action

+ 3b: Increase end strength of CNMF and equip with requisite resources to engage
adversaries, at scale, in and through cyberspace

+ 3c Prionitize: 1) persistent engagement with defend forward and 2) integrated deterrence,
including QCO to deter, disrupt, and destroy malicious cyber activity

Table 1. Recommendations

Recommendation 1: Appoint a Cyberspace Lead and Establish a
Supporting Governance Structure to Shape the Cyberspace
Domain

Recommendation la: Appoint an NCD with the expanded authorities to synchronize and

integrate US efforts to shape the cyberspace domain through strategy and policy.

) ] ) Figure 21. Information and cyber warfare
The US President and Senate must immediately o ce: Bob Gourley, “We Have a Cyber

appoint and confirm a NCD to fill the current vacancy. Czar, and He Has Spoken,” CTO Vision,

The NCD authorities in 6 U.S.C. § 1500 (2021) must (January 30, 2009).

be revised to allow the NCD to synchronize and

integrate cyberspace strategy and policy across relevant Federal entities (i.e., Department of
Commerce, DoD, DHS, DoJ, DoS, Office of the National Intelligence Director).'>! While 6 U.S.C.
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§ 1500 (2021) states the NCD will serve as the lead in the coordination
and implementation of national cyber strategy and policy, the NCD OIE Takeaway
lacks the authority to direct and instead “coordinates with” and
“provides recommendations to” relevant Federal entities.!>> This
shortcoming resulted in the 2023 NCS's singular focus on advancing
cybersecurity and reliance on supplemental strategies from relevant
Federal entities (e.g., the DoD’s USCYBERCOM) to address gaps
such as employing more OCO and countering malign CIOs.

Mastering disruptive
technologies is the
advantage in strategic
competition.

The NCD is best positioned to synchronize and integrate US efforts to shape the cyberspace
domain through strategy and policy holistically. The existing ONCD aims to advance national
security, economic prosperity, and technological innovation through cybersecurity policy and
leadership.'>® Moreover, the ONCD already works closely with White House and interagency
partners, all levels of the government, America’s international allies and partners, non-profits,
academia, and the private sector to advise the President while shaping and coordinating federal
cybersecurity policy.'>* The NCD must broaden the aperture of the 2023 National Cybersecurity
Strategy to holistically address national security threats in the entirety of the cyberspace domain.

Recommendation 1b: Establish a governance structure to shape the cyberspace domain.

The distinct division between the FBI, CISA, state and local cyber defense (all of whom only
engage in defensive operations), and USCYBERCOM (which engages defensively and
offensively) is stark, and clearly understood but problematic. Most of the USG is in the untenable
situation of doing endless defense, which shifts from inadequate to excellent like a sine wave over
time.

OIE Takeaway The NCD already has the authority to coordinate with relevant Federal
entities to monitor and assess the effectiveness, including cost-
Democracy distributes effectiveness, of implementing national cyber strategy and policy.'*®
the power to process Additionally, the NCD provides advice and consultation to the
information and make National Security Council (NSC).!*® However, the US lacks central
decisions among many management of the cyberspace domain. To holistically address
people and institutions, cyberspace domain threats, disparate Federal entities must be directed
whereas dictatorship to report to the ONCD their progress toward implementing national
concentrates cyber strategy and policy. The NCD must urgently establish a working
information and power group to inform a
in one place. Al may holistic ~ National
swing the advantage Cyberspace ?gure 22’ Clyhb‘erBszl;)\mlc;cy‘:éctb Dinl
. ource: Cynthia Brumfield, “Cyber Diplomacy

toward the latter. Strategy, ~which Act Aims to Elevate America’s Global

. repf)rts to the N,SC Cybersecurity Standing,” CSO Online, February
and monitors and assesses the implementation 55 5,5,

of the National Cyberspace Strategy. The Cold

War US Interagency Active Measures Working Group provides a good model. This working group
played a critical role in collecting and analyzing the information gathered from CIA reporting, FBI
investigations, and reports from the US Information Agency overseas posts, which merged with
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the DoS, to detect and expose Soviet propaganda and disinformation efforts collectively. The
Cyberspace Working Group, led by the NCD, could collect and analyze cyberspace threat
information to develop effective strategies and policies while making meaningful
recommendations to the NSC. This will allow the White House to expand its approach beyond
cybersecurity to shape the cyberspace domain. '’

Recommendation Ic: Invest in emerging technology that enables the US to out-compete
authoritarian actors within the cyberspace domain.

The NCD is directed to understand and deter malicious cyber activity and to maintain awareness
and direct the adoption of emerging technologies that can improve the US cybersecurity posture.'*8
The threat landscape in the cyberspace domain is becoming more challenging with emerging
technologies. The ONCD and Cyberspace Working Group must partner with academia and the
private sector to develop and employ innovative solutions to counter these threats. In addition to
new technology and tools, research can improve understanding the effects of emerging
technologies on society (e.g., influence and manipulation) and ways to build resilience to adverse
political, societal, and economic outcomes. In the short term, better technology and tools should
enhance the ability to identify and address threats surrounding Al, bots, deep fakes, and malign
CIOs on social media platforms. In the long term, the US must move towards zero trust frameworks
and research the benefits of state-led “tokenized access” to the internet. To shape the cyberspace
domain, the US should invest in research and development which focuses on the following:

e The US must develop automated tools to recognize and flag Al, bots, deep fakes, and
malign CIOs. The Defense Advanced Research Projects Agency should tackle this
challenge, as they are designed to address national security challenges and are typically
well-funded. (short-term)

e Social media operators should adopt digital verification methods (e.g., blockchain
technology) to guarantee content accuracy. (short-term)

e The US must partner with academia and the private sector to better understand emerging
technologies’ effects on human cognition and develop solutions that build societal
resilience to adverse political, societal, and economic outcomes. (long-term)

e The US must research ways to incentivize a state-run identification system with a digital
key for “tokenized access” to the internet. Tokenized access enables escalating
cybersecurity functions such as improving attribution. Tokenized access would open the
door for future cybersecurity improvements, such as enforcing “cyber lockout periods” for
cyber criminals’ digital access. (long-term)
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Recommendation 2: Cultivate Relationships with the Private
Sector to Build Cyber Resilience

Recommendation 2a: Mandatory Disclosure — The USG should enact legislation going beyond
the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA).

Approximately 90 percent of all US infrastructure is privately controlled, and 95 percent of critical
infrastructure is private.!>® The CIRCIA requires covered critical infrastructure entities to report
pre-determined cyber incidents to CISA within 72 hours of occurrence identification.!*® While
CIRCIA enables better awareness and shortens response time, it targets only the 16 critical
infrastructure entities.

The USG should enact legislation requiring infrastructure-related firms to disclose all cyber
incidents and intrusions within 72 hours to a designated body like the Information Security
Analysis Center (ISAC).!'®! The ISAC would receive and oversee the reports and be responsible

Figure 23.
Source: Thato Menyatso, “Public and Private Sector Security: Better Protection by Collaboration —
Augmenta Cyber Security,” Augmenta Cyber Security, March 21, 2022.

for producing widely disseminated public reports. CISA should codify information with ISAC for
distribution to rapidly disseminate information to thousands of critical infrastructure owners and
operators.

As an example of effective legislation, California’s 2002 breach notification law requires
businesses to notify affected individuals when unauthorized parties acquire personal data.!®? As a
result, entities have increased awareness of the risks of losing personal data and have invested in
preventative measures. %

Recommendation 2b: Establish a non-DoD Cyber Reserve Force.
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A non-DoD Cyber Reserve Force like the proposed military
Digital Reserve Force comprised of private sector experts with OIE Takeaway
linkages and lines of authority to USCYBERCOM and the NSA
would improve public-private partnerships, build surge capacity | Online behavior is

during the conflict, and harden the overall cyberattack surface. dominated by

Delegated “hack back” authority across the private enterprise "homophily"—the tendency
through the Cyber Reserves will likely reduce the frequency of | to listen to and associate
cyberattacks by imposing costs on attackers. A Cyber Letter of | With people like yourself,
Marque will allow organizations in the private sector to apply for | and to exclude outsiders.

a letter to watch cyberspace outside its network for possible | The power of social media,
attacks, prevent attacks, and anticipate or respond to attacks. The | likewise, is used to intensify
information gathered would be shared in real-time with Federal | nationalism and demonize
authorities. The authority of the letter of marque would be | the enemy. In this strategy,
granted after proper vetting of the applicant and be limited in | homophily is not something
time, scope, location, and duration.'®* The primary obstacle to | to be feared or avoided by
expanding DoD cyber capabilities to the private sector is the | autocracies. It is the goal.
private sector’s unwillingness to accept new authorities. Private
sector firms must be incentivized or compelled to accept these authorities through legislation.

Recommendation 2c¢: Establish a Federal “Hack Us” Program through the ONCD & CISA.

Google’s Vulnerability Reward Program rewards anyone that finds vulnerabilities in the
company’s system'® — an example of economic incentives that improve security. Private firms
should consider hosting “Hacker Capture the Flag” with a similar concept. With tax incentives,
the USG could encourage more private sector companies to reward those identifying
vulnerabilities within their systems, ultimately making the online environment more secure.

Recommendation 2d: Establish a Department of Education hub of evidence-based resources to
improve information understanding, critical thinking, and digital and media literacy inclusive of
K-12 and incentivize adult learning.

In addition to funding and compiling research, the US Department of Education should provide
financial incentives to states providing media literacy programs per national standards, starting
with K-12 grade levels, and include resources for adult continuing education. Education reform
across the K-12 grade levels will assist students in recognizing nefarious cyber activity and
becoming more resilient to cyberattacks and malign 1O.

Federal initiatives such as The Literacy Information and Communication System and the Digital
Equity Accelerator already build capacity and societal resilience in the information environment

Figure 24.
Source: Jeff Edwards, “I Want You! ... To Hack the US Army,” Best Endpoint Protection Security
(EPP) Tools, Software, Solutions & Vendors, November 15, 2016,

but have limited reach. The Federal role in education is limited by the US Constitution, which

26| Page



delegates educational decisions to local levels and subjects them to local partisan political debate.
This myopic approach to education limits students’ digital literacy education opportunities.
Political disagreement can be mitigated by developing resources focusing on understanding and
identifying threats in every community.

Recommendation 2e: Enact bipartisan legislation to protect Americans from malign CIO and
cyber activity.

Congress must enact bipartisan legislation that better protects the American people from malign
CIO and cyber activity. The following are new or proposed areas of consideration that are yet to
be enacted.

e Mandatory Bot Disclosure Law. To protect the American people from malign IO using Al,
the USG should pursue legislation that requires the identification of Al and social media
bots. For example, the law could require mandatory disclosure when a bot is in use to
increase transparency to the consumer. California passed a bot disclosure law, California
Business and Professions Code § 17940, effective July 1, 2019.'% The California
legislature emphasized consumers’ rights to know when they are speaking to "a real person
or a piece of software."'®” Companies must disclose the bot in a “proactive, clear, and

conspicuous ... [manner when] ... used to incentivize a purchase or sale of goods or

services in a commercial transaction or to influence a vote in an election.”!®® Additionally,

Figure 25. Bot Disclosure the USG should provide tax incentives to

Source: “Not Even Bots Are Safe From social media firms that are innovating to

California Law Makers," epiq, (2019). reduce the number of social media bots on
their platforms.

e Protect the Nation’s most Precious Resource.  Enacting the recently proposed Protecting
Kids on Social Media Act would set a minimum age of 13 to use social media apps and
require parental consent for 13 through 17-year-olds. The bill would also prevent social
media companies from feeding content using algorithms to users under the age of 18.'%°
Figure 26. Protecting Kids on Social Media
Source: “New US Senate bill bans social media accounts for
children under 13,” abcll Technology, (April 27, 2023).

Recommendation 2f: Establish social media content ratings that include warnings.

The USG should incentivize social media firms to create a central body that determines ratings for
social media content or identifies content that might be controversial, e.g., sexually explicit,
graphic, profane, or false. It could be modeled after the movie industry’s Motion Picture
Association of America or the Entertainment Software Rating Board for the video game industry.
It could also be modeled after the television content rating system that was developed
cooperatively but is implemented voluntarily.!”
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Recommendation 3: Shape the Federal Government to Take
Bold Action

Recommendation 3a: The President should issue an Executive Order (EO) delegating authority to
the Commanding General, USCYBERCOM, to engage in OCO on behalf of the US.

Attempts to deter malicious actors in cyberspace through unsupported threats of consequence, law
enforcement action, and diplomatic measures are ineffective in shaping the cyber behavior of US
adversaries. To date, the US has limited its responses to cyberattacks due to the risks of escalation,
international backlash, and limited effects. That risk is disputable, and cyberattacks during
competition have not escalated to armed conflict. The US will require more offensive actions and
responses to threat actors to achieve effects at scale, disrupting and dismantling cyber threat
activity at its source. When the US takes this required step, the support of allies, partners, and the
remainder of the international community will follow.

OCO will include proportional responses, including appropriate escalation, and will be in response
to cyberattacks below the threshold of armed conflict. Responses will authorize integrated
deterrence across all domains and emphasize interagency coordination. Justification for EO rests
on national security interests in the absence of established norms, lack of customary international
law, and nonexistent treaties with adversaries.

The cyber deterrence posture conceived by President Bush and currently employed by President
Biden has not reduced or stopped influence, ransomware, theft of IP, or strategic competition. The
deterrence strategy requires restraint on behalf of the US and is only practical with those parties
that agree with select norms. The US cannot continue to operate in this way.

Recommendation 3b: Increase end strength of CNMF and equip it with requisite resources to
engage adversaries, at scale, in and through cyberspace.

CNMF plays a role in maintaining the integrity of state, local, and Federal elections and has the
authority to conduct missions to counter malicious cyberspace actors. Despite its recent
establishment as a sub-unified command, CNMF needs to be bigger to counter the volume and
frequency of attacks on the public and private sectors in the US. Title 10 authorizes the legal basis
for the DoD to conduct its

operations, yet the capabilities to
p Y p ! Source: “Air Force Cyber Mission Force Teams Reach ‘Full

conduct OCO are hmlt_ed t'o avery Operational Capability,”” Schriever Space Force Base (Archived),
small military organization. To ,ccessed May 19, 2023.

increase effectiveness, the

organization must grow exponentially. The cost to grow the CNMF will come at the reduction in
the end strength of other DoD organizations; however, the current battle for dominance in
cyberspace, which impacts all other domains, justifies bold steps.

Figure 27.

Recommendation 3c: In the forthcoming DoD Cyber Strategy, prioritize: 1) persistent engagement
with “defend forward” and 2) integrated deterrence, including OCO, to deter, disrupt, and destroy
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malicious cyber activity at its source. Fortify and protect critical infrastructure that supports the
cyberspace domain deemphasizing reliance on deterrence.

The DoD Cyber Strategy should embrace and develop the strategy of persistent engagement at
scale. Persistent engagement combines defending forward, contesting, and countering malicious
actors with resiliency and is a proven strategy that degrades actors’ capabilities.!”! Persistent
engagement at scale will allow US cyber forces to shape cyberspace during competition and
conflict.!”? Persistent engagement, on the other hand, lends itself to competition, eventually
leading to norms that will result in expected behaviors and expected consequences.!”

Integrated deterrence employs all elements of national power and can be employed in all domains.
Integrated deterrence has few limitations and can incorporate emerging technologies and other
advancements to maintain a US decisive advantage in all phases of competition.

Conclusion

Globalization has created a world in which everything has become a tool for competition — most
especially cyberspace, speech, and IO. The US narrowed focus on cybersecurity and defense has
led to a comparative disadvantage. Adversaries see cyberspace as a poorly defended domain where
the US can be weakened and undermined through strategic competition below armed conflict. The
US is timid in conducting offensive operations to defend norms; it is committed to the laws of
armed conflict and established international norms involving sovereignty. As a result, Russia and
China take advantage of the US’s self-imposed restraint. Putin’s Russia interferes in our elections
and manipulates information by exploiting fissures in our social fabric to influence opinion and
decision-making. Putin’s foreign policy seeks to advance chaos and dissension within the US. By
inundating US cyberspace with divisive material, a gordian knot of competing information
overwhelms the end user and advances
Putin’s foreign policy goals. China has
established totalitarian control over the
information environment and cyberspace
domain within its borders and seeks to
export that level of control through
technological capabilities, economic influence, and selling its surveillance apparatus abroad.

Figure 28.

Source: Yukihiro Sakaguchi, “U.S. Hosts Global Talks on
China, Russia Cyber Threats,” Nikkei Asia, October 13,
2021.

Cyber challenges are evolving and never complete. The US must lead the change in cyberspace
operations to reduce economic espionage, IP theft, ransomware attack, and information
manipulation while advancing OCOs, intelligence collection, and economic competitiveness. Bold
action will shape cyber behavior and lead to a stable and reliable cyberspace domain while
advancing US national interests and democratic values.
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Figure 29. LOEs for Improving Strategic Competition in the Cyberspace Domain (OIE Industry Study
Recommendations)
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Annexes

Annex A - Acronyms

Al Artificial Intelligence

APT41 Chinese hacking group

CCP Chinese Communist Party

CIA Central Intelligence Agency

CIRCIA Cyber Incident Reporting for Critical Infrastructure Act

CIO Cyber Information Operations

CISA Cybersecurity and Infrastructure Security Agency

CNMF Cyber National Mission Force

DIMEFIL Diplomatic, Informational, Military, Economic, Financial,
Intelligence, & Law Enforcement.

DHS Department of Homeland Security

DNC Democratic National Committee

DoD Department of Defense

Dol Department of Justice

DoS Department of State

EO Executive Order

ESG Election Security Group

EU European Union

FBI Federal Bureau of Investigation

FSB Federal Security Service (Russia)

FSO Federal Protective Service (Russia)

GEC Global Engagement Center

GRU Main Directorate of the General Staff (Russia)

HHS Department of Health and Human Services

10 Information Operations

1P Intellectual Property

IRA Internet Research Agency (Russia)

LOE Level of Effort

NATO North Atlantic Treaty Organization

NCD National Cyber Director

NCS National Cybersecurity Strategy

NSA National Security Agency

NSC National Security Council

0CO Oftensive Cyber Operations

OIE Operations in the Information Environment

ONCD Office of the National Cyber Director

ONID Office of the National Intelligence Director

PLA People's Liberation Army
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PPD Presidential Policy Directive

PRC People's Republic of China

SSF Strategic Support Force (China)
SVR Foreign Intelligence Service (Russia)
US United States

U.S.C. US Code

USCYBERCOM US Cyber Command

USG United States Government
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Annex B — Key Cyber Competition Terms

Overall

1.

5.

Cyberspace: A global domain within the information environment consisting of the
interdependent networks of information technology infrastructures and resident data,
including the Internet, telecommunications networks, computer systems, and embedded
processors and controllers. (JP 3-12)

Cyber power: The ability to use cyberspace to create advantages and influence events in
all operational environments and across the instruments of power. Cyber power is unique
in that it is a core element of all the instruments of power: Diplomatic, Informational,
Military and Economic (DIME).

Cyber strategy: Strategies that enable and exploit the capabilities that cyberspace offers
while protecting and defending against the vulnerabilities it simultaneously presents.

Gray zone: Coercive approaches that may fall below perceived thresholds for US
military action and across areas of responsibility of different parts of the USG.

Zero trust frameworks: A security model that encompasses, 'never trust, always verify.'

Information Operations

6.

10.

11.

Propaganda: The propagation of an idea or narrative that is intended to influence,
similar to psychological or influence operations. It can be misleading but true and may
include stolen information. A government communicating its intent, policies, and values
through speeches, press releases, and other public affairs can be considered propaganda.

Misinformation: false information, spread not necessarily with the intent to deceive.

Disinformation: false information, known to be false, deliberately spread to influence or
obscure the truth.

Disinformation Campaign: A systematic government effort using disinformation to
mislead a particular audience in order to influence the policy process.”

Information Warfare: A strategy for the use and management of information to pursue
a competitive advantage, including both offensive and defensive operations.

Retorsion: ‘Retorsion’ is what signals acceptable and unacceptable activity. Retorsion
refers to the taking of measures that are lawful but unfriendly, directed against another
State. Retorsion may therefore be used regardless of whether international law has been
violated and regardless of whether State responsibility applies.
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Deterrence

12.

13.

China

14.

15

Russia

16.

17.

Cross-domain deterrence: A capability in one domain that constrains adversary
behavior through the denial of benefits or the imposition of costs on an adversary’s
selected course of action in another domain.

Integrated deterrence: A new deterrence model that intends to expand the nuclear
deterrence paradigm and constructs deterrence regimes across all domains and across the
spectrum of competition by leveraging all instruments of national power, dominating the
information space, and advancing cross-domain deterrence across all Combatant
Commands. It involves allies and partners and harnesses emerging technologies and
concepts, such as quantum computing and artificial intelligence.

Informatized Warfare: The process of acquiring, transmitting, processing, and using
information to conduct joint military operations across the domains of land, sea, air,
space, cyberspace, and the electromagnetic spectrum during a conflict; the use of
information technology to create an operational system-of-systems to enable the PLA to
acquire, transmit, process, and use information during a conflict to conduct joint military
operations across the ground, maritime, air, space, cyberspace, and electromagnetic
spectrum domains.

. Digital Authoritarianism: The use of digital information technology by autocratic

governments to surveil, repress, and manipulate domestic and foreign populations; it has
six major techniques that allow authoritarians to decrease trust in public institutions,
increase social and political control, and/or undermine civil liberties: surveillance,
censorship, social manipulation and harassment, cyber-attacks, internet shutdowns, and
targeted persecution against online users.

Hybrid warfare: A mixture of unconventional tactics and strategies, irregular forces,
covert action, cyber operations, and political manipulation to achieve strategic goals; a
collection of tactics designed to circumvent deterrence and avoid military retaliation by
skirting the threshold of what could be considered state use of armed force. In this new
style of conflict, non-kinetic actions can be as important as kinetic attacks.

Troll Farm: Russia is the birthplace of a new, secretive, state-sponsored industry
(Government-sponsored social media propagandists) designed to spread pro-Russian
propaganda, attack government critics, and sow domestic distrust about the internet.
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Annex C — OIE Industry Study Engagement and Speakers

Location Date Who

Virtual 02/16/23 Dr. Jennifer Golbeck, Professor, College of Information Studies,
University of Maryland

Virtual 02/23/23 Professor Daniel Silverman, Institute for Politics & Strategy, Carnegie
Mellon University

Virtual 02/24/23 Dr. Scott Jasper, Naval Postgraduate School

NY 03/02/23 Mr. Amit Kachhia-Patel, FBI, Supervisory Special Agent

NY 03/02/23 Ms. Kelly Moan, NYC CISO, The NYC Office of Technology &
Innovation

NY 03/02/23 Mr. Chris DeSain, NY CISO, The New York State Office of Information
Technology Services

NY 03/02/23 Ms. Rebekah Fisk, Director, Education, The Paley Center for Media

NY 03/03/23 Mr. Mohamed Telab, Deputy Regional Director, Region 2: NY, NJ, PR
and USVI, Cybersecurity and Infrastructure Security Agency (CISA)

NY 03/03/23 Mr. David Shafer, Head of Global Security, NASDAQ

NY 03/03/23 Ms. Lee Anne Milhiser, Vice President and Head of Global Enterprise
Risk Management, NASDAQ

NY 03/03/23 United Nations, 2023 Cyber Stability Conference

Classroom 03/07/23 Mr. Charley Snyder, Head of Security, Google

Virtual 03/09/23 Mr. Chris Rose, NATO, CISA Briefing

DC, virtual 03/16/23 Mr. Matthew Ferren, Assistant National Cyber Director for Strategy &

Research, Office of the National Cyber Director, Executive Office of the
President

DC, virtual 03/16/23 Ms. Kseniya Kirillova, journalist and author
DC, virtual 03/17/23 Mr. Matt Altomare, Planner, Cyber Operations Section, Joint Cyber

DC
DC

Campus

Latvia
Latvia

Latvia
Latvia
Latvia

Latvia

Defense Collaborative, Planning Office, CISA
03/16/23 The Spy Museum, “History of SIGINT and Cyberspace”
03/17/23 Global Engagement Center, Department of State

03/22/23 NDU Cyber Summit

03/27/23 Mr. Ambassador Christopher Robinson, US Ambassador to Latvia
03/27/23 Dr.sc.pol. leva Bérzina, Senior researcher, The National Defence
Academy of Latvia Center for Defence Research
03/27/23 Mr Rolands Henin§, Undersecretary of State-Policy Director (MOD round
table)
03/27/23 Mr Kaspars Galkins, Director of Public Affairs Department (MOD round
table)
03/27/23 Mr Edgars Kiukucans, Director of the National Cybersecurity Policy
Department (MOD round table)
03/27/23 NATO’s Centre of Excellence for Strategic Communications
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Latvia

Estonia

Estonia
Estonia
Estonia
Estonia
Estonia
Estonia
Estonia
Estonia
Finland
Finland
Finland
Finland
Finland
Finland
Finland
Finland
Finland
Finland

CA

CA

CA

CA

CA

CA

03/27/23 Mr. John Sunderland, NATO Stratcom

03/28/23 Lt Col Graham Price, NATO
Cooperative Cyber Defence Centre of
Excellence (‘CCDCOE’)

03/28/23 Mr. Mark Riisik, Estonian Ministry of
Defense, Security

03/28/23 e-Estonia Briefing Centre

03/28/23 Mr. Jaak Tarien, Cybernetica

03/28/23 Mr. Mihkel Tikk, Deputy Commander at Estonian Defence Forces Cyber
Command

03/28/23 Mr. Harrys Puusepp, Head of Bureau at Estonian Internal Security
Service (KAPO)

03/28/23 Mrs. Kersti Luha, Head of Strategic Communication at the Government
Office

03/28/23 Col Uku Arold, Deputy Chief of Estonian Defence Forces Strategic
Communications

03/28/23 Mr. Ambassador George Kent, U.S. Ambassador to Estonia
Dr. Pablo Breuer, CISO, Helm Services

03/30/23 The European Centre of Excellence for Countering Hybrid Threats

03/30/23 National Defense University, National Cyber Security Center: Lehtila
Olli, Sauli Pahlman, Pekka Jokinen, Stefan Lee

03/30/23 Vesa Kekale, Ministry of Foreign Affairs, Countering Hostile Threats

03/30/23 LTC Tuomas Liukko, National Defense University

03/30/23 Professor Miina Kaarkoski, National Defense University

03/31/23 Mr. Christian Perheentupa, Security Committee

03/31/23 Mr. Antti Sillanpad // NESA (National Emergency Supply Agency)

03/31/23 Mr. Otto Saxén, Ministry of Defense

03/31/23 LTC Timo Hanninen, DEFCOM (J5)

03/31/23 Mr. Ambassador Doug Hickey, U.S. Ambassador to Finland

04/11/23 Dr. Jacquelyn Schneider, The
Hoover Institution, Stanford
University
04/11/23 Mr. Joe Felter, Center Director,
Stanford University, Gordian Knot
Center for National Security
Innovation
04/11/23 Hacking 4 Defense class observation, Stanford University

04/12/23 Mr. Stephan Somogyi, Product Manager, Counter Abuse Technologies,
Google Cloud Space

04/12/23 Mr. Royal Hansen, Vice President of Privacy, Safety and Security
Engineering, Google Cloud Space

04/12/23 Mr. Courtney Chapman, Google
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Cloud Space

CA 04/13/23 Assistant Professor Ryan Maness,
Naval Postgraduate School
CA 04/13/23 Professor Emeritus John Arquilla,

Naval Postgraduate School

Classroom  04/18/23 Mr. JJ Green, WTOP

Classroom  04/25/23 Mr. Gary Brown, Professor, The
Eisenhower School for National Security and Resource Strategy

DC 05/01/23 U.S. Agency for Global Media: Ms. Mirela Bruk; Ms. Karine
Roushanian; Mr. Alen Mlatisuma, Eurasia Division; Ms. Sandra Lemaire,
Latin America Division; Ms. Tori Tsui, Asia Fact Check Lab; Mr. Martins
Zvaners, Deputy Director, External Affairs; Mr. Chad Hurley, Director,
Office of Internet Freedom; & Ms. Amanda Bennett, CEO, US Agency
for Global Media; Voice of America: Ms. Jodi Reed

NDU Presidential Lecture Series Relevant to Cyberspace

Date Who

01/04/23 General Paul Nakasone (CDR, United States Cyber Command)
02/04/23 General Glen D. Van Herck (CDR, NORTHCOM/NORAD)
03/01/23 Dr. Colin H. Kahl Under Secretary of Defense for Policy
04/05/23 General Jacqueline Van Ovost (CDR, USTRANSCOM)

As a program, Presidential Lecture Series (PLS) events allow an NDU-wide audience to benefit
from the perspectives and experience of distinguished leaders from the military services, various
government departments/agencies, as well as the international community and private industry.
The theme for the PLS is updated as needed to ensure relevance with evolving joint learning
objectives and Special Areas of Emphasis promulgated by the Chairman of the Joint Chiefs of
Staff.

ES Commandant Lecture Series Relevant to Cyberspace

Date Who

01/11/23 Mr. Mike Madsen (Acting Director of DoD's Defense Innovation
Unit)

01/18/23 U.S. Space Force Panel Discussion (MGs Gagnon and Whitney)
03/14/23 General (Ret.) Stephen Lyons, (Former CDR, USATRANSCOM)
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03/22/23 General (Ret.) Norton Schwartz (Former Chief of Staff, Air Force)

The Commandant Lecture Series (CLS) complements core courses by bringing in highly
distinguished military officers, government officials, security practitioners, academics, and
industry executives to share their unique perspectives in leadership and national security.
Through prepared remarks by speakers and interactive Q&A sessions, Eisenhower students are
provided personal interactions with leaders who are shaping the national and international
security environment.

Map of OIE Industry Study Locations Visited
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Annex D — Cyber Employees

Cyber Employees

While over one million US employees comprise the cybersecurity workforce to combat and defend
against cyber-attacks, that population only fills 68 percent of the demand.'” There are over
700,000 cybersecurity job vacancies in the US alone (see below).!”> Worldwide, at least 2.7 million
more professionals are required for cybersecurity.!’® With individuals and private and public sector
entities moving from the analog to the digital world, that demand will only increase.

Figure. Current US Cybersecurity Specialist Supply/Demand Heat Map

TOTAL JOB OPENINGS

o .
o
A
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/59,743 Y y Analy
I W Software Developer
TOTAL EMPLOYED CYBERSECURITY W Penetration & Vulnerability Tester
WORKFORCE @ W Cybersecurity Consultant
B Network Engineer

- A -
l J’I l 4.4 l O B Cybersecurity Manager
] (R, Naticnal average i

4 {05 7o Netional average B Systems Engineer

M Senior Software Developer

Low Supply B Systems Administrator

American school students are the targeted population to eventually fill the vacant and growing
cyber positions domestically, but access to the internet for all school students remains a challenge.
Digital literacy cannot bloom unless American children nationwide have digital equity, defined as
equal access to the tools required to navigate as citizens in a digital world. Tools include internet
access and devices such as computers and tablets. In 2022, more than ten percent of US households
had no internet access.!”” That equates to over 30 million citizens (about the population of Texas)
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without internet at home or a network device. Comparatively, Finland, the nation with the highest
digital literacy rate, also has a household access rate of almost 98%.'78

Demographic distribution of internet access paints a troubling picture. A recent study by the US
Department of Education found that 40 percent of students in K-12 identify as Black, Hispanic, or
Native American, but 54 percent lack internet access or computers at home.'” Lack of access is a
significant socioeconomic problem that negatively impacts students’ opportunities and the
development of a potential pool of cyber talent.

The current Head of the Estonian Cyber Olympics Talent Program, Dr. Birgy Lorenz, stated, “The
sustainability of every digital country depends on our ability to harness the competence of the
young people.”'® She is not alone in her sentiment. A safety and security section member in a
major American global search engine company said that to find the source of most security
breaches in the cyber world, look for “Advanced Persistent Teenagers.”!®! He then explained how
teenage girls were the “state-of-the-art” on situational awareness in the cyber world, with survival
adaptations we are not tapping into but should.!?

In addition to the lack of cyber education and talent development, the US must appropriately frame
the cyberspace domain. Cyberspace is often characterized inaccurately as an unlimited,
incomprehensible domain that confounds rational analysis for policy creation. Establishing
stability in cyberspace is the goal, where economic activity progresses without widespread fear of
attack and criminals and repugnant state actors are held accountable. Eventually, the cyberspace
domain will reach stability, given the action and reaction behavior between the provocateurs and
defenders. In the years before natural stability occurs, the fortunes of nations will rise and fall,
incentivizing the United States, as the current leader in prosperity, to hasten the approach to peace
through creative policies.

One critical difference between the land and cyberspace domains is cyber’s rapid evolution. Most
police work involves similar crimes conducted under similar methods under similar motives. As
noted by a cybersecurity expert at a leading US technology company, the rapid advances in
cybersecurity create an arms race for adversaries to innovate new attack methods.'®* Key to US
success moving forward in cyberspace is understanding specific nation-states and threat types and
how they employ tactics, techniques, and procedures.
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Annex E — Tables and Figures

Figure Figure Title Source Page

# #
Heather A. Conley et al., “Countering Russian & Chinese

1 “Best Friends?” Influence Activities,” www.csis.org, July 1, 2020, 1
https://www.csis.org/analysis/countering-russian-chinese-
influence-activities-0.

Department of Defense Joint Staff, “Joint Publication 3-
2 The Information 13, Information Operations,” November 20, 2014, I-2, 3
Environment https://irp.fas.org/doddir/dod/jp3 13.pdf.
Information Warfare: | Catherine A. Theohary, “Information Warfare: Issues for

3 Issues for Congress Congress,” March 5, 2018, 5, 3

https://crsreports.congress.gov/product/pdf/R/R45142.
Three Interrelated Department of Defense Joint Staff, “Joint Publication 3-
4 Layers of Cyberspace | 12, Cyberspace Operations,” June 8, 2018, Figure I-1, I-3, 4
https://irp.fas.org/doddir/dod/jp3 12.pdf.
Cyberthreat Real- “MAP | Kaspersky Cyberthreat Real-Time Map, 2018,
5 Time Map of attacks | https://cybermap.kaspersky.com/. 5
taken in a one-second
timeframe on May
18,2023
“Gates establishes US Cyber Command, names first
commander,” Air Force News, (May 21, 2010),
6 US Cyber Command | https://www.af.mil/News/Article- 7
Activated Display/Article/116589/gates-establishes-us-cyber-
command-names-first-commander/.
Robert Chesney, “The 2018 DoD Cyber Strategy,"

7 Defending Forward Lawfare, (September 25, 2018), 7
https://www.lawfareblog.com/2018-dod-cyber-strategy-
understanding-defense-forward-light-ndaa-and-ppd-20-
changes.

Colm Russell, “Social Media Recruitment — Driving
Change for International Data Collection,” Dynamic
8 Social Media Across | Fieldwork, accessed May 11, 8
the Globe 2023, https://www.dynamicfieldwork.com/social-media-
recruitment/.
Number of Social Statista, “U.S. Number of Social Media Users 2023 |
9 Media Users in the Statista,” Statista (Statista, 2017), 9
US from 2019 to https://www.statista.com/statistics/278409/number-of-
2028 (in millions) social-network-users-in-the-united-states/.
Nick Bilton, “Social media bots offer phony friends and
real profit,” The New York Times, (November 19, 2014),

10 Social bots https://www.nytimes.com/2014/11/20/fashion/social- 10

media-bots-offer-phony-friends-and-real-profit.html.
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Amy McCullough, “Ukraine Crisis to Influence Growth of
US Cyber Force, Nakasone Says,” Air & Space Forces

11 General Nakasone Magazine, April 6, 2022, 11
https://www.airandspaceforces.com/ukraine-crisis-to-
influence-growth-of-us-cyber-force-nakasone-says/.

Lt Col Jarred Prier, “Commanding the Trend: Social

Total Facebook Media as Information Warfare,” Strategic Studies

12 engagements for the | Quarterly Vol. 11, no. 4 (Winter 2017): 61, 12

top 20 election stories | https://www.airuniversity.af.edu/Portals/10/SSQ/document
s/Volume-11_Issue-4/Prier.pdf.

Global Engagement Center, “GEC Special Report: Pillars

13 Russian of Russia’s Disinformation and Propaganda Ecosystem,” 14

Disinformation US Department of State, August 2020,

Modus Operandi https://www.state.gov/wp-
content/uploads/2020/08/Pillars-of-Russia%E2%80%99s-
Disinformation-and-Propaganda-Ecosystem_08-04-
20.pdf.

Andrei Soldatov and Irina Borogan, “Russian

14 FBI Wanted Posted Cyberwarfare: Unpacking the Kremlin’s Capabilities,” 16

for Six Russian GRU | CEPA, September 8§, 2022,
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”ow TO COUNTER CHINA'S DIGITAL SILK ROAD

(NETWORKING AND MEDIA INDUSTRY STUDY)

Annex F — Digital Silk Road Addendum Paper

Whereas to date, the United States has treated China's Digital Silk Road (DSR) initiative (the
digital subset of China’s Belt and Road Initiative) as a cyber sovereignty and espionage concern,
China’s larger strategy for DSR is most likely to build a “less US-centric and more Sino-centric
global digital order.”'%

China’s 2015 complement to its Belt and Road Initiative (BRI) — the Digital Silk Road (DSR) --
is designed to garner global influence via infrastructure and services in cyberspace. Its focus
includes physical infrastructure, 5G networks, China’s BeiDou Global Positioning System (GPS),
smartphone applications, and e-commerce. BRI engagement in cyberspace has afforded China a
low-cost path to expand economically, politically, and militarily. As of 2018, DSR-related
investments internationally equated to $79 billion.!®> China’s BRI will likely continue to shift to
less costly and more influential DSR projects.

e The United States characterizes the DSR primarily as a cyber sovereignty and espionage
concern; this ignores the full spectrum of China’s strategic goal for the DSR, and the global
demand China meets in the absence of a US alternative.

e The failure to characterize and address the DSR as a larger strategic concern has likely resulted
in a delayed and flawed American response; this endangers long-term economic growth, global
norms, and free, open, and secure connectivity.

China’s digital infrastructure and surveillance tools advance exploitation and control by
autocratic nations. Cuba, Iran, North Korea, Russia, Zimbabwe, and Venezuela employ Chinese
cyberspace capabilities to monitor their populations.'®® China also uses DSR infrastructure to
conduct influence operations via an international media empire employing state media bureaus,
foreign media companies, and overseas partnerships. '®’

China’s BeiDou navigation system, adopted by 200 countries with one billion users,!88
jeopardizes US market share.'®® China conceptualized BeiDou in 1996, fearing dependence on
GPS enabled by the US."° BeiDou’s greater accuracy cuts into US global navigation market share
and furthers DSR expansion as an element of China’s total technology package.!”! BeiDou’s
unique 2-way communication capability also enables tracking and surveillance of all devices using
the system within range of a ground monitoring station.'*?

DSR weakens US alliances and partnerships. China exploited global dissatisfaction with the
US’s technology policy limitations under Trump-era protectionist policies, adeptly filling needs
for connectivity and infrastructure.!®> A 2019 study of five US allies found that market access and
commercialization outweighed security concerns in adopting Huawei's 5G and the BeiDou
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systems.!®* DSR also advances academic exchanges and research partnerships, endangering US
emerging technologies through a backdoor to key partners such as Israel.!*>

DSR success positions China to set global digital standards. DSR expansion emboldens
countries to establish national firewalls, throttle data flow, and censor free expression, advancing
autocratic cyberspace norms in the absence of global standards.!”® China is now a leading
contributor to the United Nations International Telecommunications Union (ITU) with alleged
interests in “strengthening international standards for emerging digital ICT infrastructure.”!’
Beyond challenging the US free and open internet principle, this splinternet reduces access to
global markets, hampering long-term economic growth and access to critical information.'*®

RECOMMENDATIONS

Expand US influence operations by leveraging open-source reporting on the malign goals of
the CCP’s BRI, using a multi-platform approach via online gaming and short-wave radio.

US messaging and counter-messaging should

convey to DSR recipient governments the
pitfalls of doing business with the CCP
through numerous and penetrating media.
Since many BRI recipients have limited
access to independent media, the United
States should attempt to reach larger
audiences through new media channels, such
as online gaming. There are approximately
2.7 billion gamers worldwide.'” Publicizing
incidents like the African Union’s
discovery—and subsequent removal—of
China’s backdoor channel to monitor
information and communication flow can

JExpand US Influence Operations

)Build and Deploy Ground Monitoring Stations

Jinvest in Research and 6G

)Provide Aid to Advance Digital Connectivity

JExtend the 'Total Package Approach’

)Defend Norms in Cyberspace

JProvide Legal and Cyber Aid

galvanize domestic audiences and sway
policymakers.??®  This approach mirrors
efforts taken to reach Russians who otherwise
only receive Russian owned state
propaganda.?®!

)Conduct Integrated Deterrence

Build and deploy ground monitoring stations worldwide to maintain dominance of the US GPS
by ensuring data availability.

The United States has built and deployed only 11 ground monitoring stations abroad compared to
China’s 120.?°* China’s deployment provides positioning, navigation, and timing (PNT)
availability worldwide, but particularly in developing countries -- decreasing reliance on US
infrastructure and influence. The proliferation of China’s PNT leads directly to increased sales of
Chinese infrastructure. Adoption of China’s PNT allows Chinese business to market its highly
sophisticated train control systems, precision agriculture equipment, and autonomous driving
capabilities.?*
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Invest in basic and applied research in advanced technologies such as 6G to pull back market
share and establish the United States as the digital partner of choice.

The DOD should prioritize 6G research to maintain its strategic edge and establish the United
States as the partner of choice. Future 6G Communication networks must be interoperable so that
US firms can wrest back market share. To achieve global 360-degree connectivity in a 3D space,
interoperability issues with heterogeneous services, applications, protocols, and networks must be
solved.?* Increased investment in key US science and technology agencies, such as the National
Science Foundation (NSF) or Defense Advanced Research Projects Agency (DARPA), along with
investments by US commercial firms, will help the United States compete with China in advancing
next generation technologies.?> Although the US advised countries such as the UK, France, and
Canada to ban Huawei due to security concerns, Huawei is still dominant in countless developing
markets as well as the substantial Chinese market. That revenue, coupled with China’s research
institutes, puts Huawei at a significant advantage in the 6G development race, in contrast with
Western competitors, who are hampered by market rivalry and limited development funds from
their governments. 2%

Provide aid to advance digital connectivity to those countries assessed to have strategically
important assets at risk of further BRI investment.

China has targeted countries suffering from extreme poverty as well as those ineligible for funding
from institutions such as the IMF, World Bank, or ASEAN due to human rights violations or
corruption. China offers such states its 5G communications as a low-cost model, netting it 70
percent of Africa’s digital infrastructure capacity.?’’ The United States needs to identify those
states and provide funding to countries that offer a strategic advantage. One method is through
USAID’s Digital Invest program, which uses private capital to expand digital connectivity
infrastructure services in emerging markets>® with the goal of preventing countries from
defaulting to the DSR.

Extend the ‘Total Package Approach’ security assistance tools to digital connectivity solutions.

The DoD must extend its use of the ‘total package approach,” in which training, technical
assistance, initial support, software, and follow-on support are included,?* to its sale (or aid) of
digital connectivity. The United States is a leader in exporting weapon systems specifically
because of this approach. However, the CCP has copied the technique and sells “total tech
packages,” which locks out Western firms and US solutions.*!°

Defend existing international norms in cyberspace and advance liberal democratic institutions
to govern cyberspace.

The US must work with allies, leveraging initiatives such as the US Clean Network which mirrors
the EU’s 5G toolbox, to defend global digital norms, garner consensus for rules of the cyber road,
establish rules of engagement for e-commerce and combating cybercrime. As 43 percent of
countries did not legislate privacy or data protections as of 2020, US promotion of global standards
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like the EU’s General Data Protection Regulation (GDPR) would address a gap that China
currently exploits.?!!

Provide legal and cyber aid to vulnerable states to expose Chinese debt trap and digital access
schemes.

To date, many of the most unfavorable and questionable loans provided by the CCP or CCP-backed
businesses target underdeveloped countries.?!? 2> Many of these governments do not have the
expertise to assess Chinese contracts that require unfavorable debt repayment plans or life-cycle
costs, which leaves the recipient government vulnerable to backdoors installed by China, allowing
theft of data and intellectual property.?'# 2! US legal and cyber professionals can assist in shaping
the decision-making process of these vulnerable governments targeted for BRI investment. They
can shift the risk calculus by quantifying loss of data in comparison to benefits provided by DSR.

Conduct Integrated Deterrence

Chinese state-sponsored hackers are already infiltrating foreign systems to access proprietary and
sensitive data with military and economic import.2!® DOD should adjust its deterrence strategy to
encompass all capabilities of the full span of diplomatic, information, military, economic,
financial, intelligence, and law enforcement (DIMEFIL) instruments of national power. A cyber-
attack does not have to be met with a cyber response; the same applies to kinetic attacks and
responses. Integrated deterrence involves the use of cyberspace and kinetic capabilities and other
instruments of power to deter malicious cyberspace activity, as well as deter conventional kinetic
operations.?!” Effective deterrence in cyberspace is achieved through continuous engagement with
malicious actors who exploit current international norms. Cyber (deny) capabilities should be
utilized below the level of armed conflict to prevent adversary attempts at influence operations, IP
theft, election interference, as well as influence operations.?'8

CONCLUSION

The BRI challenge requires a sustained and
coordinated 'whole of US' and allied and partner
approach to prevent China from gaining advantage in
the number (and depth) of ‘friendly’ countries across
the globe, and to deny China the advantage in any
Jonathan Hillman potential conflict, militarily or economically. The
advent of 6G interoperable technology, an increased
focus on global governance, and the multiplicity of
investment funds available for domestic research and global development can position the United
States to regain digital territory to ensure a free, open, and secure global internet.

“The Full and unimpeded realization of
China’s DSR points to a world in which China
wins conflicts without firing a shot.”
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